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Key trends drive growth in Public Sector

Siemens is an expert partner supporting Governments to           

cope with their challenges and to allow for innovation and     

smooth, sustainable transformation

Economic growth, industrial transformation and demographic 

change must be mastered by matching infrastructures and    

efficient administration

 Mobility, migration and growing urbanization

 Security

 Interoperability

 Transformation

 Limited budgets

Source: Siemens IT Solutions and Services 
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Standalone IT solutions raise administrative costs and 

prevent a secure and transparent rights management

Sales

Marketing

Finance

Logistics

A host of users require access to resources 
in different applications

Many administrators are kept busy 
repeatedly granting and revoking

access rights

Employees

Partners

B2B

G2B

Customers
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Siemens Secure ID Solutions

IAM, Biometrics, Smartcards, PKI

Users

Employees

Partners

Suppliers

Customers

Target Systems

Web

Portals

Platforms

Applications

User & Role 

Management

Delegation

Provisioning

Token Mgmt.

Biometrics

Smart Cards

Secure Tokens

Single Sign-On

Federation

Policy 

Enforcement

Policy Mgmt. 

Web Services

Security

Administration Authentication Authorization

Consolidation – Correlation – Scans – Reports

Audit

Public Key Infrastructure
Confidentiality – Integrity – Digital Signatures
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Ministry BMinistry A

Use case – DirX Access enables secure eGovernment 

with Identity Federation 

Identity Federation comprises standards and technologies to share digital identities across 

applications and also organization / enterprise borders 

DirX Access

Authentication

eGovernment

portal A

eGovernment

portal B

DirX Access

Identity

Federation

DirX Access

Authorization

In ministry A the digital identity of the 

employee is managed. For accessing portal A 

the employee has to authenticate only once. 

To get access to portal B a security token is 

issued automatically.

In ministry B DirX verifies the security token, 

checks authorization and grants access to 

applications in B for the employee of 

ministry A.
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 Unique electronic ID for citizens, 
travelers and foreigners

 Large scale ID-repositories 
(PKI, NHII, ..) for 10s of millions of 
ID profiles

 Efficient access management for 
eGovernment applications & portals

 Citizen self service

 Single-Sign-On 

 Cross organizational 
ID-Federation

 Fast deployment of distributed 
secure IT-applications and 
services – Identity Federation

 Web-service security for SOA 
environments (Service Bus, G2E 
or G2G)

 Biometric Authentication

 Organizational white & yellow pages

Public Sector organizations have to deliver  –

Best external service with lean internal administration

 Unique electronic ID for employees

 Lean and automated administration 

 for the complete IT landscape  
(SAP, Microsoft, IBM, Oracle…)

 Employee self-service

 Compliant central user, role or 
system based audit & reporting 

 Organizational white & yellow pages

 Easy and secure Access through

 Password management

 Single-Sign-On for portals & web 
applications or services

 for physical and logical Security

 Biometric Authentication

 Central repository for PKI  and 
employee cards

Administration

Security

Employment & 
Pension Services 

Defense & 
Intelligence

Areas of Application for Identity and Access Management

Internal Administration Processes G2 Citizen-Enterprise-Government
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Identity Management Drivers and Benefits
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Better controls

Fewer mistakes

Better transparency

Security 

Effectiveness Comply with 

Regulations

Manage 

Risks

Quelle: Gartner, Inc., 2007

Let the business focus on 

goals

Let apps. focus on

business functions &

service delivery

Business Agility 

and Productivity

Respond to 

Needs

Do more with less

Make fewer mistakes

Do it more quickly Improve

SLTs

Contain

CostsSecurity

Efficiency

SLT = Service Level Target
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Government of Canada: Identity and access 

management @ Internet white pages 

 One global information system

 For the Canadian government offices,

 For the administration units and

 For all citizens

Standards-based directory for

 Public white pages

 E-mail integration

 Printed phone books 

 Public Key Infrastructure (PKI)

 Improved internal and external 
communications

 Improved processes in public services

 Saved 1.5 mil $ within the first two years by 
reduction of printed phone directories

 Reduced calls in the call center

Challenge

Solution Benefits



Page 10 Nov-08 Siemens IT Solutions and Services

Copyright © 2008 Siemens AG. All rights reserved.

Government of Canada: Identity and access 

management @ Internet white pages

http

LDAP

 280,000 objects:
Employees, departments, 
e-mail, phone numbers, 
postal addresses, etc.

 100,000  hits / day

Secure Application for

Key Management Services:

Integrated PKI 

with Entrust CA

Public access:

 via Internet 

Internal access

 LDAP clients

 English and French GUI’s

 E-mail integration

 Local administration by  
departments

DirXweb

Government Electronic 

Directory Services
based on DirX

http://direct.srv.gc.ca/cg
i-bin/direct500/BE
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Government of Canada

Government Electronic Directory Services
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Dutch Tax Office

 Efficient administration

 Reduced help desks costs

 Higher security

 Efficient support of

 User Management

 Authentication Management

 Authorization Management

 Monitoring and Auditing

 DirX Directory und DirX Identity Professional

 Synchronization using automated workflows

 Central administration of user accounts and 
passwords

 User self services

 Role-Based Access Control

Challenge

Solution 

Benefits
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Dutch Tax Office

Architectural overview

PersonnelOrganization

Employee

Belastingdienst

(Tax Office)
Web Interface

Roles

Permissions

Federation

Target Systems

Active 

Directory

Lotus Notes

Sybase

HelpDesk

eGovernment

DirX Identity

UNIX PAM

…

RACF

SAP - ERP

- User Accounts

- Passwords

- Password synchronization

- Group Assignments

- Consolidation

- Auditing & BI

- Reduced Sign-on
SAP

HR
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City of Braunschweig

 Automated data update from local authorities

 Employee data always up to date

 Better service for the citizens

 Cost savings

 Logically consistent, globally available directory

 Simplification of user administration

 Up-to-date and consistent data

 Higher security

 Improved competitiveness

 Basis for the configuration of new, innovative 
eGovernment services

 Automated updates of user data

Metadirectory as the central data platform

 Data synchronization from various sources:
e.g. HR data bases, user administration of 
telephone systems, PC network or building 
management system

 Synchronization and replication tools

Challenge

Solution

Benefits

http://de.wikipedia.org/w/index.php?title=Bild:Wappen_Braunschweig.svg&filetimestamp=20060925123836
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City of Braunschweig

Architectural overview

MS Project server

User accounts

data network 

ADS

Helpdesk and

inventory

management

Rebilling system

CTR

Internet / Intranet

Content management system
Telephone data persons

Telephone data organizations

Organizational structure

City of Braunschweig

Average

costs

CSV file

HR data base

City of

Braunschweig Directory Service
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City of Braunschweig

Citizen Portal
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IAM Solutions at work for public sector

Public Sector 

Defense & Intelligence Public Security Public Administration
Employment and Pension 

Services

Sample Key Customers

Selected Enterprise Customers

 AMS Sweden

 Deutsche 

Rentenversicherung

 BWI 

 Ministries of Defense:

Germany,

Switzerland,

Denmark

 Department of National 

Defense, CA

 Metropolitan Police 

London, UK

 Ministry of Interior

Italy

 Department of Justice, 

NL

 Dutch Tax Office, NL

 City of Braunschweig

 HZD, Germany

 GTZ, Germany

 Canadian Government

 Canton St. Gallen, CH

Deutsche Telekom

Volkswagen AG

http://www.generali.at/__41256A0F004D583A.nsf/ie/7E9552C17E141711C1256A4A0049E569?OpenDocument
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Contact

Austria/CEE:

Horst Bliedung

Director International Sales CEE

Identity Management and Biometrics

Telephone: +49 (89) 636 31039

Internet: www.siemens.com/iam

http://www.siemens.com/iam
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Thank you for your attention


