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Council of Europe: Rec 2004(11) for political 

elections:

- legal

- operational

- technical

minimum standards for e-voting 

(Internet and terminals)
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Includes manipulation of the voting system:

- T.Audit_Forgery

- T.Hack

- T.System_Forgery

- T.Ballot_Forgery (outgoing / incoming)

- T.Vote_Confidentiality

- T.Vote_Modify

- …
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What does protection from administrator fraud 

imply for the voting client ?
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- T.Vote_Confidentiality

- T.Vote_Modify

- T.Ballot_Forgery

- …

=> Following encryption is a „placebo“
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„End-to-end security“:

Voter Election committee
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Authentication of the voting client:

Web page with SSL:

Is this the right Web server? Yes
Is this the right voting client? No

- T.System_Forgery

- T.Audit_Forgery

- T.Ballot_Forgery

- T-Vote_Modify

- … 
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Authentication of the voting client:

Java applet (with/without SSL):

Is this the right Web server? Yes
Is this the right voting client? Yes
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Refutable hypothesis:

No election system, whose voting client is a 

mere Web application can meet the 

requirements of Rec. 2004(11) –

independent of the cryptographic protocol 

implemented. 
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